EMAIL SCAM ADVISORY

The Philippine Embassy wishes to advise the public to treat with
caution any email messages received requesting assistance in the
transfer of alleged wealth from a certain country to another, with a
promise to give percentage share in the said wealth.

Please find attached a sample of the message sent to a Swiss
national with a request to assist in transferring money amounting to
USD 12 million from Ivory Coast to the Philippines by a certain Ms.
Nenita Villaran, who alleges to be a widow of a former Philippine
Finance Minister and purportedly entrusted with USD 12 million.

The public is advised to ignore such email message as this is
apparently a scam circulating in the internet.



Lorenzo Rosselli Lamone, 3 August 2007
Via Selva 14
6814 Lamone

Philippine Embassy
Kirchenfeldstrasse 73
3005 Bern

Dear Sir/f Madam

| received a ,spam” email, in which one can read of a deceased minister of
finances from the Philippines, Mr. Nenit a. | don‘t know the Philippine
ministers, but | suppose this isn‘t necessarily a trustworthy message. |
therefore send you a copy for your information and comment.

| thank you for your attention.

Please accept my best regards

Lorenzo Rosselli

§ Gy my
/Y. Mo/



From. Villa vill villit27@hotmail.fr sent: 01.08.2007 15:29

Subject: Dear friend,
Dear friend,

| know that you will be surprised to receive my email and | understand you,
but see mister, after much thinking | decided on this. But before let me
introduce myself. | am happy that you have at last gotten in contact with me.
My name is Mrs. Villaran Nenitg, | am a Philippine citizen and the widow of the
deceased finance minister of the Philippines, who died 15 May 2002.

My husband was very ill and went to Europe for intensive medical care. He
died of his illness though and was buried after. | inherited 12.000.000
American Dollars from my deceased husband (12 million US Dollars).

I hid this money in a metal briefcase and deposited it with a finance and
security company here in the Philippines. Before having insisted that the
company guard my briefcase with maximum security so that not one single
person, not even of a Philippine governmental organization know about its
existence until | am ready to receive it, the concerned company used
diplomatic means to send my briefcase from the Philippines to their mother
company based on the Ivory Coast in West Africa, where it is being discreetly
guarded in a safe of theirs.

This deposit was made and coded in a secret arrangement, according to
which the briefcase only contains family goods. This means that the company
itself doesn't even know what is in the briefcase. The reason | am writing to
you today is because | don't trust my Philippine surroundings anymore and
the Ivory Coast is a country prone to war. | find myself in a difficult situation
and would like to ask you to please help me to discreetly transport my
briefcase to a more discrete and stable place in your country, from which |
would be able to start to invest.

If you sincerely decide to help me, we would before hand discuss the
percentage of the total sum in the briefcase | would give you in return. Since
the death of my husband, his brothers have chassed e out of my family home
and have several times tried to murder me, thinking that all the documents of
my former, husband, would then go on to them. Thanks to influential friends
they have, they have been able to take away all the other properties of my
deceased husband, as well as his material goods. They didn‘t stop there
though and have obliged me to hand over all the bank accounts of me
husband. | gave them the concemed information and they have now
confiscated all his accounts. | told them about all, except the existence of the
deposit with the finance and Security Company in Abidjan, in the Ivory Coast,
as this represents my last hidden hope.

The family of my deceased husband isn‘t informed of the deposit's existence
and never will be. | am still spied on by my deceased husband‘s brothers, who
even listen to my conversations. This is why | decided to find someone O can
trust outside the Philippines, who will help me to get my briefcase from the






